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Definition

The Internet of Things (loT) describes the
network of physical objects or “things”
that are embedded with sensors, software,
and other technologies for the purpose of
connecting and exchanging data with other
devices and systems over the Internet.
These - devices range from ordinary

household objects to sophisticated
industrial tools.

Anything
Any Device

The
INTERNET

W of THINGS

e
¥ .
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What is loT?

e Definition:
Interconnected digital
and mechanical devices

e Ubiquity in daily life

e |[oT's role in data and
connectivity

* Impact on industries
and personal life
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Histor

The term Smart Home is

used for the firsttime by

the American Association
of Home Builders

1982

| . 2014 | 2016 |
o © @ @ W © © © @ © @ © © © © © © @
1984 | 1996

Carnegie Mellon
University students
connected the
departmentvending
machine tothe main
computervia the local
network, enabling
them to check if drinks
were avallable and
cold

@ Nokia launches first
(+) phone with internet
ACCess

LG launchesthe first
refrigerator connectedto
the internet

. 1990 | 1999 | 2002

2000

John Romkey created the
first 10T device, atoaster

Nokia introduces the Bluetooth
headset

&

that could turn on and off
viathe internet

Theterm Wi-Fiisused for
the firsttime

The term Internet of Things
was used for the first time at
MIT by Kevin Aston, who
linked the ideas of RFID and

the Internet

2003

The Vitatron C-Series,
the first pacemaker is
launched

¢

Various mobile smart
home control

Fitbit launchesthe Fitbit applications

Ultra, which measures steps,
distance, calories, intensity o©
of physical activity

. .

2007 2009

2008 2010
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&EO

Google Islaunching
Google glasses

—
S billiondevices SG
connectedtothe

Internet worldwide 5G technology Is launched

2012

2013 2015 2019

,))) (C Googletests seif-drivingcars  The first smartwatch appears

Barclays introduces contactless

cards inthe UK ‘ .

GM, Lyft, Uber and Tesla test
self-driving cars

=%

Amazon launches Echo, which
kicks off marketdemand forloT
household items

Various smart accessories are
beginningtoappearsuchas
chargers, pettracking devices,
integrated navigation systems,
and soon
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The term Wi-Fiisusedfor
the firsttime

The term Internet of Things
was used forthe first time at
. MIT by Kevin Aston, who
linked the Ideas of RFID and
the Intermnet '

loT TERM FIRSTLY
MENTIONED!
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History

s

Fitbit launches Fitbit Ultra, which
measures steps, distance, calories,
intensity of physical activity

|
2007 | 2009
®©—©® @
2008

e ))»; Google tests self-driving cars .

Barclays introduces m
contactless cards in the UK . .
loT IS BORN!
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2020: l1oT steps up in response to COVID-19 crisis
Remote patient monitoring * Hygiene monitoring

Healthcare facilities management * Telemedicine and remote consultations

Contact Tracing and Social Distancing * Research and data collection

Temperature and Symptom Screening Predictive analysis

Supply chain monitoring Delivery and logistics

Quarantine monitoring Smart quarantine management

Enhancing public health responses, minimizing the spread of the virus, and ensuring efficient
management_of healthcare resources.
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Evolution of loT

Early internet
developments

Advent of wireless
technology

Growth of sensor
technology

Recent advancements
and innovations

Discover Technologies, expand opportunities!

Pri - Interset Internet of Internet of Internet of Internet of
5ok Content Services People Things

“Human To
Human”

Fixed & mobile
telephony

* SMS

+Smart
Networks

* Email
* |nformation

* Entertainment

g

+Smart IT Platforms
& Services

e

+Smart Phones &
Applications

* Skype

* Facebook
* YouTube
* Twitter

+Smart Devices,

Objects & Tags

= 2 “Machine to

Identification,
trackmg
monitoring,
metering.

* Semantically

structured and
shared data.

+Smart Data &
Ambient Context
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* |oT's significance
Can connect the physical world with the digital realm, transforming industries, improving quality of
life, and paving the way for innovative applications that were once only imaginable.

* By means of:
* Low-cost computing, the cloud, big data, analytics, and mobile technologies
* With minimal human intervention, physical things can share and collect data

* Digital systems can record, monitor, and adjust each interaction between connected
things

The physical world meets the digital world—and they cooperate!
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Key Components of 10T

Sensors: The
data
collectors

loT Actuators:
The action
Components takers

Networks:
The
connectivity
backbone

S Co-funded by the
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* Understanding Layered loT
Architecture

 Components of loT
Architecture: From Sensors
to Applications

LAN/WAN

* Example of a Simple loT
System Architecture

SENSORS AND CONTROLLERS
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Perception Layer

Transport Layer

Processing Layer

Application Layer

Smart Health Smart Home Smart City N Elid€lle]




0T architecture Layers

In the context of IoT, "layers" typically refer to the different levels of an 10T architecture

 Perception.

. 'rl]'his is the hardware layer. Sensors, connected devices, and actuators are all
ere.

* Network/Transport layer
« Data goes through this layer, so it connects the perception layer with the
application layer. Data and gateways are the main players at this layer as they

bring the message to the back-end service of an IoT application.
 Processing Layer
« The IoT processing layer is responsible for analpzing and processing data
collected from devices before it's delivered to the application layer.
 Application.
 That's what users see and can click or tap. This layer is the starting point of
data going through the application from connected devices and back.




Understanding IoT Sensors

How to Select the Right Types of Sensors

Wearable

Implantable
Smart Modular

Disposable

Edge computing
Cloud computing

Hybrid computing

€3 Bluetooth

Cellular
eywnve NB-loT
Y sigfox )

LoRaWAN

, Sensors

Humidity Light
Temperature Gas
Motion Proximity
Gyroscopes Pressure
Image

Accelerometers

Magnetometers

Solar-powered

Battery-powered

Energy-harvesting
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An loT sensor is a device that detects
events or changes in its environment.
It's an essential component of the
Internet of Things (loT), as it forms the
interface between the real and digital
worlds. loT sensors can measure a wide
range of environmental properties such
as temperature, pressure, motion, and
light intensity, and they're widely used
in various applications from smart
homes and industrial automation to
environmental monitoring and smart
cities.

e Key functions: Detecting and
measuring environmental data

* Importance in loT ecosystem for
data collection
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Types of loT Sensors

Types of Sensors

74

@perature & Chemical
C Moisture @ : 7 > Gyroscope

(\01

®

< Light @ P Optical
- - )

C Motion Gas

)
)

(05 ) 08

( Noise »@? & Accelero-)

meters
( Proximity Level )
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Temperature and Humidity Sensors
Motion and Proximity Sensors
Pressure and Level Sensors

Other common types: Light, Gas, and
Acoustic Sensors
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Applications of loT Sensors

(~ Transport &
Logistics

Fleet management,
Goods tracking

Utilities

I1/%

Smart metering,
Smart grid management

Smart cities

sl b

Parking sensors,
Waste management, etc.

\

Smart building

Smoke detector,
Home automation

Consumers

Wearables
\ Kids/senior tracker

Industrial

o O0—

Process monitoring &
control,
Maintance monitoring

Environment

‘W

Food monitoring/alerts,
Environmental monitoring

Agriculture

Climate/agriculture
monitoring,

Livestock trackiny
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Smart Home Automation (e.g.,
temperature, lighting)

Industrial loT (e.g., pressure, level
monitoring)

Healthcare (e.g., wearable health
monitors)

Environmental Monitoring (e.g., air
quality sensors)
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Understanding loT Gateways

Personal Devices,
Activity trackers

N
kg

g @ Gateway ’
N Surveillance
4 A .gf_-.

Camera

Su;- IGHz m

Sub-1GHz Access control panel
Ethernet

Sub-1GHz Nodes 2 E\ \I,H

v
Storage server
Smart meter

Discover Technologies, expand opportunities!

Definition: A bridge between loT
devices and the network

Smart plugs
Activity trackers

Smart meters

Wifi / Bluetooth / Sub1Ghz/Ethernet
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Functions of an loT Gateway

Data aggregation from
loT Devices loT Gateway Data Systems multiple sensors

& Local data processing and
R analysis
& Internet

Public Cloud Secure data transmission to

& and from the cloud

Private
Cloud

N

Il

Bluetooth , Zigbee, LTE-M, etc Ethernet or Fiber Optics
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loT Gateway Frequencies

THE FREQUENCY BANDS OF 10T WIRELESS \insas

Common frequency bands: 2.4
GHz, 5 GHz (Wi-Fi), Sub-1 GHz
(Zigbee, Z-Wave)

TECHNOLOGY FREQUENCY BANDS CHARACTERISTICS

Frequency selection based on
SHORTER RANGE, HIGHER DATA . .
2.4 GHz& 5 GHz RATES, LESS PENETRATION. range and bandwidth requirements

SHORTER RANGE, HIGHER DATA Impact on network performance

BLUETOOTH

SHORTER RANGE, HIGHER DATA
2.4 GH2 RATES, LESS PENETRATION.

443 MHz, 868 MHz LONGER RANGE, BETTER

& 915 MHz PENETRATION, LOWER DATA RATE.

VERY HIGH DATA RATES, EXTREMELY
LIMITED RANGE AND PENETRATION.

RANGE: SUB-1 GHz VERY HIGH DATA RATES, EXTREMELY
TO MMWAVE LIMITED RANGE AND PENETRATION.

Copyright Data Alliance Inc. All rights reserved. Co-funded by the
European Union
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loT Gateway Protocols

MOQTT AMQP HTTP CoAP * Common protocols: MQTT, CoAP,
Abstraction Pub/Sub Pub/Sub Request/Reply  Request/Reply HTTP/HTTPS, AMQP

Architecture Brokered P2P or Brokered P2P P2P

QoS 3 3 Provided by TCP  Confirmable and no |
- - Vggpﬁrmable ‘
Interoperabili Partial Yes Yes Yes . . . .
e 24 No No No No * Role in ensuring efficient and

Transports TCP TCP TCP UDP secure communication

Subscription Control hierarchical Exchanges, Queues N/A support for
matching and bindings Multicast

addressing msgs.

* Protocol selection based on use
case

Data Serialization Undefined AMQP type system Configurable
or user defined

Dynamic Discovery No No

Security SSL/TLS

Co-funded by the
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0T Gateway in Smart Home Applications  [E5+—=2

e Central hub for smart
home devices

* Managing diverse
devices and protocols

* Enhancing user
experience through
seamless integration

P Co-funded by the
[ European Union




What is an Edge Device?

Discover Technologies, expand opportunities!

e Definition: A device that
processes data at the
edge of the network, near
the data source

* Key Characteristics: Local
data processing, low
latency, and reduced
bandwidth usage

* Examples: loT sensors,
smart cameras, and
routers

P Co-funded by the
el European Union




The Role of Edge Devices in loT

Edge Computing

©O1100 O,
J1101000 O1x,
1101100 o

CLOUD DATA CENTER

INTERNET OF THINGS

Enhancing Real-Time Data Processing:
Immediate analysis and response
without the need for cloud transmission

Improving Privacy and Security: Local
data processing can reduce the risk of
data breaches

Enabling loT Scalability: Eases the load
on network infrastructure by minimizing
data sent to the cloud

Use Cases: Industrial automation, smart
city infrastructure, and healthcare
monitoring

Co-funded by the
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Data Centers and Cloud Computingin loT  |E5-=2

* Definition: Centralized
platforms for storing and
processing loT data

* Key Functions: Data
aggregation, storage, large-
scale processing, and
analysis

* Benefits: Scalability,
flexibility, and enhanced
computational power




Example of Cloud Computing in loT

e * Smart City Infrastructure

* Cloud-based platforms managing data from
various city sensors (traffic, pollution,
energy)

Data analysis for urban planning and real-
time public service adjustments

* Healthcare Monitoring Systems

* Cloud platforms aggregating patient data
from wearable devices

 Remote monitoring, predictive analytics for
patient care

Local Notification
Protocol Convversion
Data Fittering and Mining Decision Making
Medical Caregiver interface

Sensing Gateway Cloud

Co-funded by the
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loT infrastructure

loT platform




Introduction to loT Security

o ST ANALYTICS | o Basic Concepts of loT Security

Six principles of loT Cyber Security across the stack e Common Secu nty Cha“enges in loT

* Fundamental Security Measures for
loT Devices

User * Device(s) Gateway Connection Cloud Applications

ERP

286

Solution P /\

Elements & , \ Analytics -
® Platform SCM || PLM g

A. Secure Device (Hardware) B. Secure Communications C. Secure Cloud

o Device intelligence ODevice initiated connections e Identification, authentication
Important . y and encryption
eEd e processin ¢'Messa ing control
Security gep & eing

Principles

D. Secure Lifecycle Management

eRemote control and updates of devices

Source: |oT Analytics * User: can represent a person, device, system, or application Insights that empower you to understand loT markets
Co-funded by the
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loT Case Study: Smart Homes

9 :

Lighting
control Smartphone
alerts

®

Controlled
appliances
Energy

management

Y

Controlled
irrigations

Temperature
control

[
©

[ Motion detection ]

[ Keyless entry ]

Discover Technologies, expand opportunities!

Overview of smart home
technology

loT devices commonly used in
smart homes

Benefits and challenges of smart
homes

Future trends in smart home
technology
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loT Case Study: Wearable Devices

What's Hot in Wearable Technology

Discover Technologies, expand opportunities!

Smart Glass

It can click photos, record
video, provides navigation, live
video sharing facility and can
act as translator.

W

Wristbands

These bands will track
health related activities,
such as heart rate, calories
burned during workout and
how much steps you have
covered yet.

Smart Trouser

These are built with special
threads which will take
energy from the wearer's
movement & will help in
charging other devices.

[
'
'

’

'

[
'

'

. .
. .
3 .
. — — ’
: ¢ ¢ .
\ '
; =

Smart Shoes

.

Smart T-Shirt

Itis a computer built into
the threads which will supply
processing power to other
devices. it will also track
distance covered, calories
burned & intensity of
movement

Smart Watch

Apart from showing time
you can answer calls, view
messages, run third party
apps and can also use it
as a navigator.

In this, insoles are connected with
phone & it tracks walking activities.
We can also feed destinations in
insole; they will vibrate whenever
you have to take the turn.

Types of wearable 10T devices
Health and fitness tracking

Wearables in medical
monitoring

Future potential of wearables

Co-funded by the
European Union




Current Challenges in loT

111oT Device Challenges

Plaguing Developers Today Scalabil Ity issues

Operating Environment Device Malfunct.io.ns Se C u r I ty a n d p r I Va Cy
Concerns Due To Connectivity C O n C e r n S

Concerns

Integration Concerns g y: " I n te ro p e ra bi I ity

Between Devices And Inadequate Device

sos £ N a sanciaty between devices

Configuration

Manual Device | N N 4 ' Design Specific E n e rgy m a n a ge m e nt

Challenges

and sustainability

Lack Of loT Lack Of Testing And
Administration Updating

Untrustworthy

Outdated Software Lack Of Data
Communication

And OS Security

Co-funded by the
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loT and Environmental Impact

Discover Technologies, expand opportunities!

Top 7 Applications of IoT for Environmental Sustainability * loT for environmental
monitoring

Air Quality Fleet sSmart
Monitoring Management - Agriculture = ——
7 \ "

* Energy efficiency and loT
* |oT in waste reduction

. * Challenges: e-waste and
et Management “Monitoring itk resource consumption

Co-funded by the
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loT and Society

Discover Technologies, expand opportunities!

The Internet of Things
loT's role in societal change

Ethical considerations of
loT

loT in education and
workforce development
Bridging the digital divide
with loT

P Co-funded by the
[ European Union




5G use cases
FACTORIES OF THE FUTURE <@ ENERGY

© Grid access ‘
@ Grid backhaul ‘

® Grid backbone

© Time-critical process control

© Non time-critical factory automation
® Remote control

© Intra/Inter-enterprise
communication

© Assets and interventions
management in Hospital

® Robotics

© Connected goods @ Remote monitoring

© Smarter medication

MEDIA &
ENTERTAINMENT

© Uttra High Fidelity Media

@ On-site Live Event Experience

© User/Machine Generated Content
© Immersive and Integrated Media
© Cooperative Media Production

AUTOMOTIVE

@ Collaborative Gaming

® Bird's Eye View
© Automated driving © Digitalization of Transport and Logistics 33
® Share My View @ Information Society on the road



Future Predictions for loT

Number of Installed loT devices around the world

1541 1768 2035
" -
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Future Predictions for loT

Major challenges loT technology is facing

developers who are rushing loT products that are not properly secured
companies that will not benefit from loT from lack of data science specialists
loT products on the market that are vulnerable to attacks

Americans who never update their irmware

rural areas that lack reliable connection or any connectivity

P Co-funded by the
@ European Union




Future Predictions for loT

Perceived, expected, and real benefits of loT

90% = 1g0%) S8 6%

senior executives in media retailers will use loT US cities that are investing
companies believe loT is to customize store visits in smart city loT technology
critical to their growth by 2021

Discover Technologies, expand opportunities!

projected savings
by healthcare industry
from use of loT devices

Co-funded by the
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Deep Dive into loT Sensors
Electromagnetic Levels

Air Pollution

Control of CO, emis 5 of factor peliytion
emitted by cars and towic gases generated in
farms,

Forest Fire Detection

Moritonng of comnbustion gases and preemplie
fire conditions to define alert zones

Wine Quality Enhancing

Menitoring soil meisture and trunk diameter
in vineyy o control the amount of sugarin
grapes and grapevine health

Offspring Care
Control cf growing conditions of the offspring in

animal farms to ensure its sunaval and health,

Sportsmen Care

Vital signs monitering in high perfor
centers anc fields

Structural Health

Morwenng of wb alens a'u' m s'en.zl rrrum s
n bulda

Quality of Shipment Conditions

Momitonng of wbratiens, okes, container openings
¢r cold chain mantenance for INSUrance purgoses,

Datect (Phone an il devices. and in
general any device which weeks with Wili or
Bluetooth interlaces,

) ! lra' PONT SIBNS SUIMOUOSNGS 10
generate leakage alerts

Measurement of the energy radiated
by celf stations and WiF: routers.

Traffic Congestion
Meatening of vehicles and pedesinan
allluence to optimaze crving and walking
routes.

Water Quality

Study of water suitability i eevers and the
sea for fauna and ebgiity for dninkable
use,

Waste Management

Detection of rubb containers
1o cplimize the trash col c:lrcn':l tes.

Smart Parking

M. g of parking spaces aailabdty
W the CII)'

Golf Courses

Selective wngation n dry zones 1o
reduce the watér resources required in
the green

Smart Roads

Warrmg  messages
accordng to chimate <on
unexpected events lLike aca
tralfic jams

Intelligent anc weather acdaptve Lghting
instreet Lghts

Intelligent Shoppmg

a
presence of
oF @xpnng d3tes.

Noise Urban Maps

Seund monitenng in bar areas and
Centnc 200es i real ime

Water Leakages
Detection of Lquid presence cuiside tanks
any pressure vanatons along pipes.

Vehicle Auto-diagnosis

Information collection from CanBus to
send redl time alarms to emergencies
or provide acdnce 10 drvers

Item Location

Seacch of indradual items m big surfaces
e wareheuses or harbours.

libelRm

www.libelium.com

Types of sensors used in
loT

Sensor capabilities and
data collection

KPls — Key Performance
indicators

Distance,

frequency, availability,
cost, bandwidth, power
requirements, network
availability

Co-funded by the
European Union




Building loT Architectures

(e S ’%:\‘\ &
: a4 A
Perception Layer )¢ A 8

Camera Robot Sensors

@ O

Routing Wi-Fi

Transport Layer

Bluetooth

=)
=

{"} =

Web Service

Processing Layer

Data Center

)

Smart Health

Application Layer

Smart Home Smart City

i

(,‘é?

Transmission

Smart Grid

Key components of 10T architecture

Devices/Things/Perception

Layer: These are physical objects
embedded with sensors, software, and
other technologies to collect and
exchange data.

Connectivity/Transport Layer: The
means by which data is collected from
devices and sent to the cloud. It can be
via cellular, satellite, WiFi, Bluetooth,
or LPWAN.

Data Processing: Once the data gets to
the cloud, software performs
processing on the acquired data.

Application Layer/ User Interface: The
interface through which users can
access information. It might be a web
dashlboard displaying data analytics
results.

Action Management: Devices take
automated actions based on the insights
derived from analytics on collected data.

Security: Security protocols are essential
to protect information sharing and
privacy.

el Co-funded by the
@ European Union
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B Business layer
*Business logic and rules for 1oT system behavior.
*Responsible for setting the system's overall objectives,
workflows, and policies.
*Uses data processed by other layers for actionable insights
and decision-making.
*Aligns loT operations with broader business goals.
Transport *Translates |oT data into tangible business value.
*Crucial for enterprises to improve processes, enhance
customer experiences, and generate new revenue through
loT solutions.

Processing

P Co-funded by the
B European Union
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EDGE/FOG/CLOUD layers

Example of a common
loT architecture

e Edge + Cloud
computing

* Importance of
scalable architecture




Edge computing represents a shift in data processing, bringing
computation closer to the source of data.

CLOUD DATA CENTER

RO
L

®) Realtime Data Caching Machine to
4 Data Processing Buffering Optimization Machine
Es |
50
o o B

30| AlR = ‘ ((;) |
Ok~
C 3 @ ==

-
wa
O ) .
0 .
w Basic Analytics

| | I |

PO & LRSS

EDGE DEVICES OR IOT

Edge Computing in loT

Localized Data Processing: Edge computing involves processing
data near the data source or at the network edge, rather than
relying solely on a central data-processing warehouse.

Reduces Latency: By processing data closer to where it's
generated, edge computing significantly reduces latency and
improves response times.

Advantages

Bandwidth Optimization: Minimizes the amount of data that
needs to be sent over the network, reducing bandwidth

usage.

Improved Performance: Enhances the performance of
applications by processing data locally, leading to faster insights
and actions.

Reduced Server Load: Decreases the load on central

servers, which can improve efficiency and reduce costs.

Applications in loT

Real-Time Processing: Ideal for loT applications requiring
real-time analysis and decision-making.

Autonomous Operations: Supports autonomous systems like
self-driving cars, where immediate data processing is crucial.
Edge computing represents a shift in data processing, bringing

Co-funded by the
European Union
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loT devices. The layer of devices includes not only connected items but also any supplementary hardware like
connectors, Internet gateways, power blocks and so on. In other words, this layer is all about hardware and
nothing else.

Edge computing. The main principle behind this concept is bringing data sources as close as possible to the
connected devices. Imagine your data cloud as a real cloud in the sky. Do you see the edges of this cloud? That is
where data nodes are located to make sure that data goes to loT devices faster and safer. Beyond a doubt, those
nodes have to be a separate layer in the 10T architecture.

Connectivity and data transport. It is somewhat similar to network layer but it specifically aims at moving data
back and forth between layers while the network layer’s scale is connection of the loT system to backend services.

loT platforms. Modern loT platforms usually exist in clouds, where the whole 10T stack assembles together. That’s
why the main purpose of 10T platforms is to connect data, loT devices, and applications in one efficient system

Data management. Your loT system needs to do a lot of things with data. Gathering, storage, modeling according
to business logic, sorting, and other processes require a special attention and a separate layer for them.

Application. Application means application, and we’ve already discussed it.

Co-funded by the
European Union




SEVEN LAYERS BETES
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loT World Forum loT Reference Model

"3

Collaboration and Processes CENTER
(Involving Peopie and -
Business Processes)

- b
Application

il I

(Reporting, Analytics, Control)

Data Abstraction
(Aggregation and Access)

Data Accumulation

TTTE
(Storage) N
Edge Computing @ Q @

(Data Element Analysis

and Transformation) ‘
Connectivity !}
(Communication and

Processing Units)

v
-

2 - EDGE: Sensors, Devices, Machines, 9
Physical Devices Intelligent Edge Nodes of all types
and Controllers
(The “Things™ in loT)
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pportunities!

— —
£ = Y Data Center
Applications dinternet

(4
J
4

\
N

Typical Smart home nig

loT Gateway

loT Architecture
example

APPLIANGES

IRRIGATION

Funded by the EEMl Co-funded by the
Erasmus+ Programme Rl European Union
of the European Union




Typical loT/networking Topologies

Nk

Ring Mesh Star Fully Connected

v A 4
OO0 000 ‘XX

Line Tree Bus

Image used courtesy of ITPRC


https://www.itprc.com/a-guide-to-network-topology/
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Analysi S
Storagg/ ey y§|§/ User Alert Notification
Processing/Decision

Typica oY) (_d4q

for sma / N

Center

[ ]
Plant Info "\A':u!’!e'r Info 8 m
latabase
{ | Database | %

@ Sensor
@ Actor
] Gateway

ASink
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SMART CITY / example

Smant Traffic Surveillance
and Management

@X

Smart City
Cloud Applications

Resources

@ ff' ““""“l 'ﬂ Q Resources

@ oooo ”)))@“
@ P m% -

OQ:_

Smart Residence Home Automation

O..ﬁ
Sensors

Sap €

/

= -
N
N
Fog Smart Emergency Fog i Smart Street Lighting
N\

Resources Response System Resources

IeT

Sensors

fr'

%Ea#cﬂ%“‘“

Cloud
Resources

Weather and Air Quality
Monitoning System

520
o (.

IoT
Sensors

Smart Waste Management
(Sohid Waste)

O ﬁn

Fog (f'

Resources

System

X

f“ﬁﬁ’w

LA
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Traffic

Healthcare
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Building loT Architectures (1)

Scalability and Flexibility
 Accommodate growth in devices and data.
* Adapt to evolving technologies and needs.
*Security and Privacy
* Robust measures for device, data, and network security.
* Address privacy concerns, especially for consumer data.
*Interoperability and Standards
* Smooth integration with diverse devices and systems.
* Adherence to established loT standards and protocols.
*Data Management and Analytics
e Effective handling and analysis of large data volumes.
e Extract actionable insights from loT data.
*Reliability and Availability
* Ensure continuous operation and fault tolerance.
e Support critical functions dependably.
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Building loT Architectures (2)

*User Experience and Usability
* Focus onintuitive interfaces and meaningful information.
* Ensure ease of use for end-users.
*Energy Efficiency
* Design for low-power operation.
e Consider energy harvesting technologies.

*Cost-Effectiveness
e Balance initial deployment and ongoing operational costs.
* Consider total cost of ownership.

*Regulatory Compliance
* Adhere to data protection and industry-specific regulations.
* Avoid legal and ethical issues.

*Network Connectivity and Protocols
* Choose suitable connectivity options (Wi-Fi, Bluetooth, etc.).
e Opt for appropriate communication protocols.
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Building loT Architectures (3)

*Integration with Existing Systems
* Seamless integration with current infrastructure.
* Leverage existing investments.
*Future-Proofing
* Design with emerging technologies in mind.
* Allow for future upgrades and expansions.
*Environmental Considerations

* Account for physical and environmental challenges.
* Ensure durability and resilience in harsh conditions.
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Sensors — Key performance indicators (1)

1. Accuracy and Precision

Description: Measures how close the sensor readings are to the actual
values and how consistently they can reproduce these readings.

Importance: Critical for ensuring the reliability of data collected by loT
sensors.

2. Response Time

Description: The time it takes for a sensor to respond to a stimulus and
provide a reading.

Importance: Essential in applications requiring real-time data, such as
safety monitoring systems.
3. Energy Efficiency

Description: The amount of power a sensor consumes to perform its
functions.

Importance: Particularly important for battery-powered or energy-
harvesting sensors in remote or inaccessible locations.

ACCURACY AND PRECISION
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Low accuracy High precision

High accuracy
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Sensors — Key Performance Indicators (2)

4. Data Transmission Rate

Description: The speed at which the sensor can transmit data to 7.0x10*
the network or gateway.

Importance: Affects the overall performance of real-time
monitoring and control systems.

-o— Proposed scheme (during transmission)
6.0x10* |- == Proposed scheme ( during retransmission)
-@- 802.15.4e Standard

5.0x10*

5. Range and Sensitivity

Description: The operational range of the sensor and its ability
to detect small or subtle changes.

Importance: Determines the suitability of sensors for specific
applications, especially in harsh or challenging environments.
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6. Connectivity and Network Reliability

Description: The ability of the sensor to maintain a consistent
and reliable connection with the network.

1.0x10*

0.0x10° &
Importance: Ensures uninterrupted data flow and

communication within the loT system. Packet arrival rate per second
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Sensors — Key Performance Indicators (3)

End-to-End Encryption

C@_gsla

Option 1: MQTT

TLS 1.2

Option 2: CAPWAP

I
m Bluetooth Pairing DTLS 1.2 —-
—r loT Access Controller

9 AES 128bit

BLE Sensor Cassia Gateway

Option 3: MQTT MQTT
TLS 1.2 il

Copyright 2020. Cassia Networks Inc. All Rights Reserved.
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7. Scalability

Description: The ability to integrate additional sensors into the
existing network without significant performance degradation.

Importance: Crucial for expanding loT systems and adding new
functionalities.

8. Durability and Maintenance
Requirements

Description: The sensor's resistance to wear and tear and the
frequency of required maintenance.

Importance: Affects the long-term operational costs and reliability
of loT deployments.

9. Security

Description: The sensor's ability to protect data and resist
unauthorized access or tampering.

Importance: Vital for maintaining the integrity and confidentiality of
loT data, especially in sensitive applications.
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Sensors — Key Performance Indicators (4)

of businesses who
have implemented
loT strategies
have seen a return
on investment.

10. Cost-Effectiveness

Description: The overall
cost of acquiring,
deploying, and maintaining
the sensor relative to its
benefits.

Importance: Impacts the
return on investment (ROI)
and economic viability of
loT projects.
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loT Operating Systems
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* Overview of operating
systems in loT

e Characteristics of loT-
specific OS




loT Operating Systems
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loT Communication protocols / KPIs (1)

* Speed or Data Rate: the amount of information to be transmitted within a
time duration. It is usually expressed in bps (bits per second), kbps, Mbps,
or Gbps.

* Range: the maximum distance between two intercommunicating nodes. It
mainly depends upon the transmitting power, the frequency band used,
and the type of modulation. It can be also affected by the meteorological
conditions or the physical placement of the nodes.

* Power Consumption: the amount of energy that a node needs to work
within its lifetime. This parameter defines the need for permanent power
or the use of a battery. Since there are many applications using batteries,
thus power consumption is a critical parameter.




loT Communication protocols / KPlIs (2)

* Interoperability: the capability to exchange information between
nodes, even if they are of different types.

* Scalability: the challenge of deploying a higher number of nodes,
increasing the number of end-users, as well as the amount of data to
store and process without the need of migrating the technology.

* Cost: the price of installing and maintaining a specific technology.
Power consumption, maintenance, and scalability have a big impact
on the network cost.

* Network Topology: the way nodes communicate with each other.
Topologies can be the same as those used in traditional networks.
Star, mesh, point-to-point, and point-to-multipoint are some
examples




loT Connectivity: Beyond Wi-Fi and Bluetooth

WiFi: A common wireless networking technology that
allows devices to communicate over short distances.

Bluetooth: A wireless technology standard for exchanging
data over short distances from fixed and mobile devices.

ZigBee: A specification for a suite of high-level
communication protocols using small, low-power digital
radios.

LoRa: Stands for Long Range, a spread spectrum
modulation technique derived from chirp spread spectrum
(CSS) technology.

NB-loT: Narrowband loT, a low power wide area network
radio technology standard that enables a wide range of
cellular devices and services.

Sigfox: A global network designed to connect low-energy
objects to the internet wirelessly.

Z-Wave: A wireless communications protocol used primarily
for home automation.

4G: Fourth generation of broadband cellular network
technology, succeeding 3G.

5G: The fifth generation of cellular network technology,
offering higher speeds and more reliable connections on
smartphones and other devices than ever before.

GSM: Stands for Global System for Mobile communications,
one of the leading digital cellular systems.

Wireless
Technology
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loT Connectivity: Beyond Wi-Fi and Bluetooth

Trade-off Between Range and Data Rate: Wireless o%go IOT ANALYTICS Insights that empower you to understand loT markets

technologies demonstrate a balance between

communication range and data throughput. Comparison Wireless technologies

Increased Range Lowers Data Rate: As the distance Peak Data Rate vs Maximum Range

over which data is transmitted increases, the maximum :

achievable data rate typically decreases. 1000000 5&‘“"09""’& Satellte
=]

Signal Limitations: Wireless signal strengths diminish a @EE @ Ife

over distance, affecting the speed and reliability of data 100000

transfer. umTs VSAT

Power Consumption Concerns: Longer range OBletoott  ©Bletooths =

communications usually require more power,
influencing technology selection based on available
power sources.
Designing for loT Applications: The choice of wireless
technology for loT must consider the necessary data
rate against the required operational range.
Balancing Throughput and Coverage: Effective loT Short-Range Wireless Medium-Range Wireless sigFox
deployment involves striking a balance between high- o, L{including Mesh) (incliding Mesh) Telensa n. aye - NE-Fi
:kr])eed tdatakneeds. and the geographical area covered by 001 ' I :{ange ) 10

e network.

Wirek ~ ‘.'.:‘, JupiterMesh LTE'{?LF LPWAN
‘ irelessanRT = W
m 7 zigbee @) treao : - ad) B boan| inmarsat
NFC Porunve E|GHTLESS (_!B-IOT

= LoRa

AN T+

Peak Data Rate (kbps)

Please note that this chart is meant to show the maximum theoretical range and data rate for each technology, but this does not mean that the two can be
achieved at the same time. On the contrary, no wireless technology can achieve the maximum range while transmitting at its peak data rate, but rather the
higher is the used data rate, the lower is the achievable communication range.
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Discover Technologies, expand opportunities!

Zigbee: A low-power, mesh network
protocol suitable for home
automation and industrial
applications.

Sigfox: A proprietary, low-power,
wide-area network (LPWAN)
technology known for its simplicity
and efficiency in transmitting small

amounts of data over long distances.

Wireless Communication protocols

LoRaWAN: A long-range, low-power
protocol for wide-area loT networks,
often used for applications like smart
cities and agriculture.

Bluetooth Low Energy (BLE): A low-
power wireless communication
protocol commonly used in loT
applications, especially for short-
range connections between devices
and smartphones.

Discover Technologies, expand opportunities!

NB-loT (Narrowband loT): A cellular
technology designed for low-power,
wide-area loT connectivity with
better coverage compared to
traditional cellular networks.

Wi-Fi: Commonly used for high-
speed internet access; operates on
2.4 GHz and 5 GHz frequencies.
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Protocol

m

~

NFC

Optimized for
Extended Battery Life

Nominal
Range Limit

Personal (<10m)

Typical
Data Rate

2Mbps

Wireless loT Communication

Spectrum

ISM 2.4GHz unlicensed

€3 Bluetooth’

Contact (<4cm)

100kbps

ISM 13.56MHz unlicensed

o

Local (<100m)

>100Mbps

ISM 2.4GHz/5GHz
unlicensed

LoRaWAN

Metro (>10km)

<50kpbs

ISM 900Mhz, 868MHz, 433MHz
unlicensed

NB-loT

Metro (>10km)

200kbps

Licensed cellular

Metro (>30km)

<2Mbps

Licensed cellular

2638

T LTE
- 2600mhz

Metro (>30km)

>100Mbps

Licensed cellular

5G

Metro (>30km)

>10Gbps

Licensed cellular
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l0T Protocols

e 10T ANALYTICS

5 things to know about loT protocols

There is no one-size-fits-all loT protocol

Your Global loT Market Research Partner

Protocols purpose-made for loT are seeing increased adoption

Software is becoming more important to managing loT connectivity

“Ease of use” and “reliability” are most important when choosing a new protocol

o .:g; Decision making for loT protocols has become a multi-stakeholder exercise
[

Source: loT Analytics Research 2022, We welcome republishing of images but require source citation with link to original post and company website.
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MQTT (Message Queuing Telemetry
Transport): A lightweight, publish-
subscribe protocol designed for low-
bandwidth, high-latency, or unreliable
networks. It's widely used in loT for its
efficiency.

HTTP/HTTPS: The standard web protocols

are used in loT applications, especially for ((()))

devices that can connect to the internet via
Wi-Fi or Ethernet.

Discover Technologies, expand opportunities!

CoAP (Constrained Application Protocol):
Designed for resource-constrained devices
and low-power networks, CoAP is an
application layer protocol with RESTful
principles.

AMQP (Advanced Message Queuing
Protocol): A messaging protocol that
enables efficient and secure
communication between loT devices and
cloud-based applications.
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e Overview of networking in loT

* Different networking technologies and protocols

loT Protocols

e Choosing the right technology for your loT solution

MQTT CoAP AMQP HTTP
Base protocol TCP UDP TCP TCP
Publish/Subscribe Request/Response or Publish/Subscribe or Request/Response
Publish/Subscribe Request/Response
Header Size 2 Bytes 4 Bytes 8 Bytes Undefined
Small and Undefined Small and Undefined Negotiable and Large and Undefined
(up to 256 MB) Undefined
QoS 0 - At most once CON Message Settle Format Limited (via TCP)
Reliability QoS 1 - At least once NON Message Unsettle Format
QoS 2 - Exactly once
OASIS, Eclipse IETF, Eclipse OASIS, ISO/IEC IETF and W3C
Foundations Foundation
Licensing Open Source Open Source Open Source Free

Paradigm

Message Size

Standards

by Unknown author is licensed under
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https://pressbooks.bccampus.ca/cellulariot/chapter/chapter-4/
https://creativecommons.org/licenses/by-nc-sa/3.0/

loT Protocols - MQTT

MQTT stands for Message Queuing
Telemetry Transport.

It is an extremely simple and \
lightweight messaging protocol \

(subscribe and publish) designed for @ ‘ ‘D Publish MQTT

limited devices and networks with
high latency, low bandwidth or
unreliable networks.

¢  Broker

Device with Publish Ability: This represents an loT device that can send (publish) data. In this context, it's
shown as a Fridge with a sensors that publishes its status to the MQTT broker.

MQTT Broker: The central node in the MQTT protocol that receives all messages from the publishing devices
and then distributes these messages to any clients that have subscribed to those particular message topics.
Subscribing Devices: These are devices or applications that have subscribed to certain topics with the MQTT
broker and will receive updates when new messages are published on those topics. The image shows a
smartphone and a laptop as subscribers, which could represent a user receiving a notification when the door
opens or a server that logs the door's status.

Database Storage: This is often included in MQTT architectures as a means to store data published to the
broker for historical analysis or auditing purposes.

S,

O
/

O
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MQTT

1.

Lightweight Protocol: MQTT is designed to be a lightweight protocol with a small code footprint,
making it ideal for use in situations where network bandwidth is limited or devices have limited

processing power.

. Publish-Subscribe Model: It operates on a publish-subscribe model, where devices publish

messages to a central server, called a broker, under topic names. Other devices can subscribe to
these topics to receive messages.

. Efficient Message Delivery: MQTT ensures efficient delivery of messages, supporting different

levels of Quality of Service (QoS) to guarantee message delivery.

.Low Bandwidth Usage: Due to its lightweight nature, MQTT is suitable for networks with limited

bandwidth, such as cellular networks or remote locations.

.Reliability in Unstable Networks: It's designed to work well in unstable network environments,

making it a good choice for loT applications where network connectivity may be intermittent.

.Security: While MQTT itself does not define any security mechanisms, it can be run over secure
channels such as TLS/SSL to ensure secure message transmission.

.Use Cases: Commonly used in remote sensing and control applications, home automation, and in

scenarios where a small code footprint is required or network bandwidth is at a premium.
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loT Middleware Solutions

Interface: Provides an

loT E% Security | interface for the interaction

loT Device e between hardware and
Gateway Processing Application software components.

; Data o Users
Application Transformation Authentication

Data Processing: Handles
data processing, filtering,
and management to convert

Sensor Analytics Aithorzation B Big DatB! irr?:ivgﬂ?;[a into actionable

Actuator _ i‘:}} ' : Communication Protocols:
|  Context Processing . Supports various
Accounting | Enterprise communication protocols to
: Applications ensure seamless data

Storage transfer.

Applications

Security: Implements
. | security measures to protect
'f Rules & data integrity and privacy.

Controls

Device ' Service Scalability: EPabIes the
‘ Agent integration of a growing
Management g number of 10T devices
without performance
degradation.
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loT Middleware Solutions

The Leading loT Software Companies 2023

Based on feedback from loT adopters?

P;I)!:::Oaﬂ(r)“n)sz Remote Asset Access

1 -
—l BELDEN intel @
BE Microsoft __aws +uil ORACLE
“ N-ABLE E TeamViewer Evateclum‘ll}oud
nln]oone EPu]seway-AV VA m::ow:cwws:

WUCLIEVELTIEN U ~ 10T Platforms - —Edge Mgmt. Platforms—

Examples of loT
middleware
platforms

« Google loT

Your Global loT Market Research Partner

2 10T ANALYTICS

Digital Twin aws

—
YORD 00 Meta ' iTechArt || SIEMENS E® Microsoft ./\,] alialn .
@ pic gwr CXR = REPLY ‘?L.TMELQ Mnybéilc"_ celonis % cisco

2" Microsoft SAMSUNG |:D ~autopesk  20UNE

Microsoft Azure loT
IBM Watson

Amazon services loT

BUILD SMART

Databases — Other loT Middleware —

B Microsoft *tl1\1h AWS  Honeywell Capgemini@®

SIEMENSAaWS T=35

. mongoDB. aws

.
@ Microsoft ORACLE

ABRR sy« (D Rogkwen

SlEMEN ) GOISSE @ ptc Schneider

idynatrace

iTAC B

ANDERSEN

on Microsoft

mim
CISCO.

SIEMENS ol
" I'I 1]
% Microsoft clsco.

]
CISCO

=. Microsoft

Cisco loT cloud
connect

A Automaltion a8
D\-\NTECH S Telk
software* = ﬂ- o & &
ORACLE AVZVA w = EMEﬁSON
T tes |-  HbeanTech ) s e ©openremote

ﬁ *‘Em zeerA 0 4 @5 T

O BOSCH  carricie nakuns matats Wellinech

Data ingestion tools
J/ APACH amr TH'NGTRAX (N AUTODESK.
SIEMENSQIik@ J,\\ Adobe = mductwe @w

Devices/Edge Operating system for loT devices

: WNDRVR 4 RedHat OpRacLe CAN®NICAL eEnwsIl;tg

F::RTINET
@ praetorian
AhnLab

ORACLE § APACHE wacios
@ osl CrateDB (‘ Informatica
(3 influxdb McObject

Kimetico ) MuleSoft

Ms Brokers Protocol Converters—
SIEMENS @ngC 5 / ERdbbl’[ l APACHE

BE \icrosoft Honeywell B @ HIVEMQ o umoO MuleSoft

-AV VA @ orubo
ALMENT Schne;lder

PPElectric
Hewlett Packard A
Enterprise S softwore

ERICORU.EQUINIX

:

UnifyTwin SCIENCESOFT

B® Microsoft @WS

I McAfee
Bitdefender

aws =B Microsoft

Notes: 1. The logos shown here present a non-exhaustive list of companies that were highlighted by respondents of an extensive global loT adopter survey of 100 organizations, conducted in October 2022; 2. Only 3 selected IoT applications shown - there are many more.
Source: loT Analytics Research 2023 — |oT Software Adoption Report 2023. We welcome republishing of images but ask for source citation with a link to the original post or company website.
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Cloud Computing in loT

Things,
Human
Body
loT
Devices

Basic loT Cloud Architecture

Internet
Gateways Edge IT
Data (Analytics
Acquisition and
Systems Pre-
(Network processing)
Layer)

Sensors,
Actuators
(Perception
Layer)

Cloud
platform
data
analytics

el Co-funded by the
B European Union




Cloud Computing in loT

. i loT Cloud Architecture
Centralized Data Storage: Provides a

centralized platform for storing vast ~ v [
amounts of%lata generated bygIoT ﬁ ’ ':EJ x i ek
devices. \ | ‘ ‘ ’ /

Internet Of Things
Wireless ‘ | ‘ Network

Network

Advanced Data Processing: Offers

powerful computing resources for
complex data processing and analytics.
Scalability: Easily scales to
accommodate the growing number of
loT devices and the corresponding Computing

increase in data.
Device Management: Facilitates the

management and monitoring of a large
number of distributed loT devices.

P Co-funded by the
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Cloud Integration in loT

Enhanced Data Analysis: Cloud platforms can analyze large datasets, providing
deeper insights and enabling data-driven decision-making.

Cost-Effectiveness: Reduces the need for on-premises infrastructure, lowering
capital and operational expenses.

Global Accessibility: Offers remote access to data and management tools, enabling
control from anywhere in the world.

Real-Time Processing and Action: Allows for real-time data processing, leading to

timely responses and actions.

Reliability and Redundancy: Ensures data integrity and availability through reliable
storage solutions and backup mechanisms.

Security: Provides robust security measures, including data encryption and secure
access controls, to protect sensitive loT data.

Integration with Other Services: Enables seamless integration with other cloud
services like Al, machine learning, and third-party applications.

Support for Innovation: Facilitates rapid development and deployment of new loT
applications and services.
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Your Global 1oT Market Research Partner
oo 10T ANALYTICS Feb 2022

loT cloud: Microsoft Azure vs. AWS vs. Google Cloud

1 P 3 4
N fli loT cl Applicati D
umber o |s'ted oT cloud pplication Device ata Other loT
services management/

management .
8 / cloud services
enablement

management
& enablement

.. Azure loT Edge “. Azure
« | Azure loT Central

Sphere
N % Azure Time Series
Z u re - L Azure loT Hub - / Insights
g Azure Digital Twins
o Azure Percept

q _5} AWS loT 7 AWS loT F\AWS loT AWSloT [ m 1 AWS loT Device

4 TwinMaker Events AWS loT Device Core Analytics Defender
L AWS loT Management AWS loT
o
o(- ) Roborunner SiteWise Free RTOS
AWS loT @ el J) AWS loT (= AWS loT

FleetWise Greengrass il ExpressLink

loT Core

Google Cloud

Note: Google Cloud lists 4 other services for loT but all of them are of general nature and also apply for non-loT scenarios (e.g., BigQuery). They are therefore not classified as an loT service.
Source: loT Analytics Research, Company websites. We welcome republishing of images but ask for source citation with a link to the original post and company website.
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loT and Big Data

9

predictions for loT in

27 billion $3 trillion 2.2 billion |

o (@)

Global loT connections revenue forecast cellutar loT connections
(6 billion in 2015) (334 million end 2015)

2 zettabytes

"‘\':_ . 'e:‘,‘
— |

==

data generated by loT,
mostly from consumer
devices

* Role of 10T In
generating big
data
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loT and Big Data

°®
Q‘A\O' ‘.

&  Analyzing and
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; BIG DATA leveraging loT data
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DATA WHICH DATA
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%
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loT Data Analytics

High Volume, Continuous "Data in Motion": loT
devices generate large amounts of data
continuously, which is often referred to as "data
in motion" due to its real-time nature.

Store, Blend, and Manage Time-Series Data: loT
analytics involves storing and managing time-
stamped data that can be analyzed to track
changes over time.

Use of Multiple Analytics Techniques: It employs
a variety of analytical methods to make sense of
the data collected from loT devices.

Distributed Analytics (Edge): Analysis is often
conducted at or near the source of data
collection (the "edge" of the network) to reduce
latency.

Integration with Operation Systems and BPMS
(Business Process Management Systems): loT
analytics is often integrated with operational
systems and BPMS to enhance business
processes.

Bidirectional Communication and Control of
Endpoints: Allows for two-way interaction
between the analytics system and the loT
devices, enabling not just data collection but also

the abiIitY to control the devices based on
analytical insights.

What Makes loT Analytics Different?

High volume, Store, blend Use of multiple Distributed Integration Bidirectional
continuous and manage  analytics analytics with operation communication
“data in motion” time-series techniques (edge) systems and control
from multiple data and BPMS of endpoints
sensors

e | | O |

More data More complexity More automation

Gartner.

loT analytics deals with increasing data volumes, the complexity of managing and analyzing this
data grows, which in turn drives a need for more sophisticated automation solutions.
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loT Data Analytics / Example

Cloud Computing: Represents centralized servers in the cloud that The structure shown emphasizes the layered approach in loT systems, where different
are capable of handling intensive data analytics tasks, such as layers have distinct roles but work cohesively to manage data flow, processing, and
machine learning, classification, regression, clustering, anomaly analysis. This kind of architecture allows for flexibility, scalability, and efficient data
detection, batch learning, and online learning. These servers are handling, crucial for the dynamic nature of loT applications.

typically robust and can manage large-scale data processing and

complex analytics.

Data Analytics Layer:
Edge Computing: Consists of loT Edge Servers 1 and 2 that are closer * Machine Learning

« Classification
to the data sources. These servers can perform preprocessing, _ * Regression

. . . . Cloud Computing « Clustering
filtering, and local data analysis to reduce latency and bandwidth use y - Anomaly Detection

« Batch Leaming

by not sending all data to the cloud. - Online Learning

loT End Devices: These are devices in different subsystems, such as a
smart home system with various home automation devices, and an
intelligent transportation system with connected vehicles and traffic
management tools. They are the sources of data.

Transmission Layer:
. « WiFi

« Cellular
loT Edge loT Edge « Bluebotth

Data Collection Layer: This is the foundation where data is initially Server 2 “Whed
collected from loT devices, which can include a wide array of sensors i
and actuators.

Edge Computing

10T End Devices

Transmission Layer: Includes various communication protocols and

connectivity options such as WiFi, Cellular, Bluetooth, Wired, and Sk Sieian 15 Srmart B Sub-System 2: Intelligent

Zigbee, which are used to transmit data between the end devices, /‘ E 5 Transportation System
»EO

edge servers, and the cloud. 1 g P

-DI Data Collection Layer
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loT Data Analytics / Microsoft Azure

1.Stream Ingestion: |oT data streams are ingested through services like St

Azure loT Hub, Event Hubs, or Kafka. This includes data from various Operational
sources such as connected vehicles, manufacturing equipment, and A &y = f/
facility management systems. loT/ Streaming data S pavre il e L
2.Stream Processing: The ingested data is then processed in real-time i

using Azure Stream Analytics and Azure Functions. This allows for “
immediate analysis and response to the data as it flows into the system. P Y — A “::
3.0perational Transactions: The processed data can be used to update Flest management = --’Ana‘l;ft'ica!
operational systems, like Azure Cosmos DB, which is designed to handle X i e 7 Azure%)igital Sslomepy
transactional data at scale. s e w

I
I
I
1
I
I
I
I
1
I
1
I
I
4.Data Storage: Simultaneously, data is stored for further analysis in Azure Connected 2 I
I
I
I
I
I
1
I
I
I
I
I
I
I

Insights

. manufacturing gy | ADX \lkfeb ul
Data Lake Storage, ensuring that the raw data can be accessed and H
]

analyzed later. Event Hub : I
5.Digital Twin Integration: Azure Digital Twins are integrated to create a i 7 Power 8l
. . . . . . Azure Data Explor -
virtual representation of physical environments, enabling advanced Faciites ~hvalvica sorel |

spleoqysep
aluy-|eal Jeap)

management
simulations and state management. : o )
6.APIs for Insights: APIs are used to access the processed data, which can ML scaring in '

o . . . . . . ((T)) /A\ Azure Data Explorer
be utilized to build custom applications for deeper insights or to trigger n {;Q;‘}

Sensors, Towers

]
;
l
actions based on the data. LogicApp 1
|
]
I
I
I

SUOIEILYION
pue spaly

7.Analytics and Machine Learning: Azure Data Exploreris used as an o

. . . i 1 Jupyter
analytical store where advanced analytics are performed, and machine EE Microsoft A o~
B Azure 3 Notebook

learning models can be applied using Azure ML for scoring. ML ifiodel tiaiing
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; | /M L/ D e e p Artificial Intelligence
I_e a rn | n g Machine Learning

Deep Lea rning Any technique that
enables computers
to mimic human
intelligence, using
logic, if-then rules,
decision trees, and
machine learning
(includingdeep
learning)

A subset of Al that

The subset of machine learning includes abstruse
composed of algorithms that permit statistical techniques
software to train itself to perform tasks, that enable machines

like speech and image recognition, by to improve at tasks

exposing multilayered neural networks to with experience. The
vast amounts of data. category includes
deep learning

el Co-funded by the
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A.l and Machine Learning and loT

Agriculture
loT and Al/ML advancements can significantly enhance agricultural productivity.
Agriculture is a crucial human activity, where improved technologies can lead to higher yields.

Increased yields contribute to a happier and healthier human population.

Projections indicate that to meet the global food demand, worldwide food production must increase by 70% by
2050.

Healthcare
Al/ML and loT technologies are pivotal for enhancing healthcare quality.
Intelligent assisted living environments are crucial for home-based healthcare, especially for chronic patients.
These environments integrate a patient’s clinical history with an individual care process model.

loT technologies enable continuous monitoring of patients' living conditions, facilitating timely and personalized
care.
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Digital Twins- CITY
= performance & predict outcomes U. be/023 U 2|

* Planning and ? .
visualization D I _4 h
+ Stakeholder engagement — Ce_ . S I -

« Infrastructure resilience B X_SC utYOWX
znk?2

) 3
o Data

Create and visualize 4 Support smart city initiatives
digital twin at city-scale OUITES. iomamner g " with digital city operations
ata nirastructure Data ata B J ala
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loT Testing and

Functionality: Testing the user interface,
embedded systems, and backend computing to
ensure they operate as expected.

Performance: Assessing both the network
communication efficiency and the processing
capabilities of the loT device or system.

Security: Ensuring that data privacy is maintained
and that devices have the necessary autonomy
and control mechanisms in place.

Connectivity: Verifying the ability of the loT
devices to connect and communicate with each
other and with the infrastructure.

Compatibility: Checking that devices work across
various configurations, protocols, product
versions, are backward compatible, and operate
correctly on different mobile operating systems.
Exploratory: Engaging with real-world scenarios

to uncover issues beyond the scope of standard
functional requirements and structured testing.

Quality Assurance

¥

®
a

Connectivity:
betwesn the things
and communication
infrastructure,

Security:
including privacy,
autonamy and cantrel,

Compatibility:

multiple cenfiguration, protocel
versions, product versions
{backward compatibility), mobile OS.

loT Testing Areas

Functionality:
Web/Ul, embedded &
back-end computing.

Performance:

bath of the network
communication and
internal computation.

) 4

Exploratory:
one-day-in-a-life
scenarios, and beyond
functional requirements
and structured testing.
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loT device life cycle

Device Onboarding: The initial setup and registration of loT
devices onto a network, including authentication and
provisioning.

Device Configuration: Setting up devices with the correct
configurations to communicate with the network and other
devices, and to perform their intended functions.
Operational Diagnostics: Monitoring devices to ensure they
are functioning correctly, and diagnosing any operational
issues that arise.

Device Security: Implementing measures to protect devices
from unauthorized access and cyber threats.

Device Maintenance: Regular updates and repairs to
maintain the device's functionality over its operational
lifetime.

End of Life: Properly decommissioning devices that are no
longer functional or supported, including safely removing
them from the network and disposing of them in a secure
manner.

N} TOOLBOX

KEY COMPONENTS OF 10T DEVICE MANAGEMENT

Device Device
Configuration Security

=
Device Operational Device
Onboarding Diagnostics Maintenance
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Security Challenges

- Unsecure devices
- Network can block unwanted

New and Complex
Dependencies

- Modeling human behaviors
(human-in-the-loop)

loT Deployment challenges

Network Challenges

- Scalability

- Diversity

- Open network interface

- Low-power communication

o0
(0]

Software Development
Challenges
- Big data (volume, variety, velocity
Self-configuration (SW, HW,

and networking
configuration).

Security Challenges: This includes dealing with
unsecured devices and the capacity of networks to
block unwanted traffic or detect suspicious behavior.

Network Challenges: Challenges here involve ensuring
scalability and diversity of the network, providing
open network interfaces, and enabling low-power
communication for devices.

New and Complex Dependencies: This refers to the
difficulties in modeling human behaviors within loT
systems, often called "human-in-the-loop."

Software Development Challenges: These challenges
encompass handling big data (considering volume,
variety, and velocity), as well as enabling self-
configuration for software (SW), hardware (HW), and
networking configurations.
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loT attacks

Spoofing: This threat involves an attacker Definition

Property Breached

Threat Definition

impersonating another user or device to gain
unauthorized access to a system, breaching
authentication mechanisms.

Tampering: This refers to the unauthorized alteration
of data or code within a system, which breaches the

Authentication

integrity of the system.

Repudiation: This involves performing an action

within a system and then denying having performed

that action, breaching non-repudiation assurances.

Repudiation

Information Disclosure: This is the unauthorized
access and exposure of confidential information,

breaching confidentiality. S
disclosure

Non-repudiation

Confidentiality |

Denial of Service (DoS): This attack prevents
legitimate users from accessing services by

overwhelming the system, breaching availability.

Availability

Elevation of Privilege: This occurs when an attacker

gains higher access rights than they are authorized )
for, breaching authorization controls. | Pevationof
privilege

Authorisation

An intruder pretending to be
someone other than yourself or
something to gain authentication
to an loT network.

An intruder tampering or
modifying the code or data within
an loT environment’s networks,
memories, disks, or elsewhere.

Arguing that an action has not
been performed or is not
responsible.

Revealing information to someone
who has not got authorisation to
access it - this can be inside or
outside an IoT environment.

Denying or preventing resources
that are needed to provide service
to user’s technology within an IoT
environment.

Enabling access to someone who
has not got the authorisation to
perform actions within a system.
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loT Security Measures

. Lifecycle Attacks: These attacks occur as the loT
device transitions through different stages from
initial use to maintenance, targeting vulnerabilities
that may emerge during the device's lifecycle.

. Communication Attacks: These target the data
transmitted between loT devices and servers,
aiming to intercept, alter, or disrupt the flow of
information.

. Attacks on Device Software: These are directed at
the software running on loT devices, including
firmware and applications, aiming to exploit
software vulnerabilities.

. Physical Attacks: These involve direct tampering
with the hardware of the loT devices, such as
microchips and sensors, to manipulate or damage
the device.

—

Communication attacks
on data transmitted
between loT devices

and servers

Lifecycle attacks
on the 10T device
as it changes
hands from user to
maintenance.

L

Types of

10T

security
attacks

o_

on the

device software.

Physical attacks
that directly target
the device clip.

]
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LACK OF
SECURE UPDATE LACK OF
LACK OF SYSTEM RESOURCES

PHYSICAL

BARRIERS
WEAK OR c\

HARD-CODED UNCLEAR

i INTERNET OF THINGS —° G
SECURITY CHALLENGES

INSECURE
OR OUTDATED

COMPONENTS
LEGACY
Ol | |ABILITIES

INSUFFICIENT [@;

PRIVACY
PROTECTION m

INSECURE DATA [@
STORAGE AND
TRANSFER

INSECURE
NETWORK @Y PRIORITISATION

SERVICES OF PRODUCTIVITY

IOT CHALLENGES FOR DEVICES ENVIRONMENTAL IOT CHALLENGES .
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Bootcamps for Emerging
TEChnOIOgiES and essential Skills Discover Technologies, expand opportunities!

Internet of Things

loT in Business and Industry Applications

Developed by: ECECT




loT In Business and Industry Applications

INDUSTRY 1.0

Mechanization, steam
power, weaving loom

6\
—
& Dﬁ A\

INDUSTRY 4.0
INDUSTRY 3.0

Automation, computers Cyber Physical Systems,
and electronics internet of things, networks

Industry 1.0: Dated around 1784, marking the
transition to mechanized production methods.
This era was characterized by the introduction of
mechanical systems powered by water and steam,
such as the weaving loom.

Industry 2.0: Starting around 1870, this period
saw the emergence of mass production, assembly
lines, and the use of electrical energy.

Industry 3.0: Taking off around 1969, this phase
was defined by the use of electronics and
information technology to further automate
production. Automation, computers, and
electronics were the main innovations driving this
era.

Industry 4.0: Represents the current trend in the
industrial sector, focusing on interconnectivity,
automation, machine learning, and real-time
data. This phase is characterized by cyber-physical
systems, the Internet of Things (loT), and
networked communications.
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Overview of 10T 1n Business

Internet of Things Uses By Industry

HOME
+ Smart Temperature Control
+ Optimized Energy Use

MILITARY
- Situational Awareness
- Threat Analysis

s

=) INDUSTRIAL
- Machine-to-Machine
Communication
- Quality Control

E a $e [©) MEDICAL
/ - Optimized Patient Care
- Wearable Fitness Devices
\ - Quality Data Reporting
AUTOMOTIVE — \
+ Vehicle Auto-Diagnosis
- Optimized Traffic Flow /
+ Smart Parking

AGRICULTURE

- Offspring Care
+ Crop Management
- Soil Analysis

Q ENVIRONMENTAL
- Forest Fire Detection
+ Species Tracking
- Weather Prediction

-

- Inventory Control
- Focused Marketing

\ 1) RETAIL
e &7 . Theft Protection

Home: Incorporates smart temperature control and energy
optimization.

Industrial: Focuses on machine-to-machine communication and
quality control.

Automotive: Includes vehicle diagnostics, traffic optimization, and
smart parking.

Agriculture: Encompasses offspring care, crop management, and
soil analysis.

Military: Involves situational awareness and threat analysis.

Medical: Covers optimized patient care, wearable fitness devices,
and data reporting.

Environmental: Addresses forest fire detection, species tracking,
and weather prediction.

Retail: Deals with theft protection, inventory control, and targeted
marketing.
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loT In Smart Cities: In-Depth

Smart Parking: Utilizing 10T for real-time information on

parking space availability to reduce traffic and pollution. ' @ @ ‘
Weather Sensors: Deployed across the city for accurate, ‘ . ‘
hyper-local weather data collection.

Digital Signage: Interactive signs for publicinformation, ¥ S fk

advertising, and emergency alerts. _ .

Acoustic Sensors: Monitoring sound levels, potentially for
law enforcement or urban planning.

Water & Gas Metering: Smart meters for efficient utility
tracking and billing.

&

Traffic Lights & Controls: Intelligent traffic management
systems to optimize flow and reduce congestion.

Electric Vehicle Charging: Networked charging stations SMART CITY USE CASES

for supporting sustainable transportation.

Solar Inverters: Integration of solar energy into the power . . . . ‘ . @ ‘
grid.

. . o WEATHER DIGITAL ACOUSTIC WATER & GAS ELECTRIC SECURITY AND WASTE
Security and Surveillance: Advanced monitoring systems PARK]NG SENSORS SIGNAGE SENSORS METERING UGHTS& VEHICLE INVERTERS SURVEILLANCE ~ MANAGEMENT

for public safety. CONTROLS CHARGING

Waste Management: loT-enabled waste collection for
enhanced efficiency and sustainability.

Co-funded by the
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TRANSPORTATION CONGESTION SENSORS

Smart transportation systems use sensors to detact congestion and bottienacks
In tratfic patterns. They also rely on cameras to enforce speed and traffic
Infractions. In doing so. these tools gather real ime information that can be used
by oty DOTs to make mobility networks safer and more efficent.

e s e E s e e et Internet of Things (loT)
e e s g s o i i underpin the infrastructure for
the connected Smart City.

Is parking availabiiity.

Sensors monitor the structural soundness of bndges and Inform
City enginears of any ssues. Drones are used Lo nspect hard to
reach areas.

SELF-DRIVING CARS

Self-driving cars shuttle people in and out of the city.
providing ndes for others and makong defveries while their
owners are occupled with work or other activities.

WASTE MANAGEMENT SENSORS
Sensors detect the amount of garbage
n recepticals arourxd the city so that

DRONES

Deones can be used for law
enforcement and firefighting. as
sl anbulances, for infrastructure
inspections and for environmental
monttoring. Commercial uses
Inchude precision farming, asal
photography, and in the near
future, package delivery

© 06 00 ©0 ©

officers. Areas that are not open to
publc access can be morstored to
keep unauthorizad personned out.

BODY CAMERAS
@ Public safety officers can wear

and city residents to ensure safety
for both parties

Department of Public Works

when the bulbs need to be WEARABLE DETECTION
Citves can bulld in smartphone and
FIRE DETECTION @ wearabile detection sensors so that

peopie can be an active part of the
Intarnet ecosystem, commurscating
with the oty and with each other

0 Sensors monitor conditions in public parks and

wooded araas that meght be prone to fire Sensors
can also detect fires in bulidings and Intiate a call to
the fire degartment In an emergency

Platooning trucks carny freight efficiently from the
port to their final destination. Smart inventory
systems inform operators about when freight is

ENERGY MONITORING moved between diff erent locations.

O
€
®
®

e Power plants can be monitored for safety and oty officials can
be informed of Influx In radiation levels. BROADBAND INFRASTRUCTURE
any VENICLE FLEET COMMUNICATION A retiable internet ecosystemn is the
SOLAR PANELS Public transit and city fieet vehicles communicate ghue that holds the internet of things
Scéar panels can be monitored (o determene how much energy they with thesr home agency when it is time for together
are providing and whether they need mamtenance. mantenance or replacement.



0T In Retall

loT Implementation in Retail: It's emphasized that

starting with 10T in retail can be simple and high-value, The InternEt Of Thin OS BY THE NUMBERS

enhancinginsights into customer behavior, competition, | N RETAI L
. ©/ of smartphone users plan to
and prOdUCt performance 5 6 /0 use their device while shopping
. . . The opportunity for loT loT is more than just the “Things” ACCENTURE
Customer Interaction: Shoppers can mteract V.Vlth ) in retail is huge, and Iochonnected devices, product_;_or sen§?rs& 8 50/ of shoppers prefer personalized offers
beacons and other loT devices to provide retailers with getting started with a v‘i’si;ﬁi’t‘y“’rzgffitrzs;ee’g:;offg e e‘g;e'f O reflecting their past shopping behavior
additional data and enhance the shopping experience. quick, high-value project ;g :s'into customers, competition, SIS
is easier than you think. product portfolio and performance. 540/ use or would like to use
© digital touchscreens in-store
Cisco

CARREFOUR'S
BEACON-BASED
MARKETING

600% new users
A400% more time spent in app
+50% conversion rates

URBAN OUTFITTERS
IN-STORE PUSH MESSAGING

60-70% engagement rate

Security Measures: The use of RFID tags, radio antennae,
and infrared cameras for tracking merchandise and S O/ would visit SO
enhancing store security is mentioned. More seare. 61 /o shopping in a store with

Shopper interacts with beacons RFID tags, radio antennae, and beacon marketing campaigns
as she walks into the store. infrared cameras track merchandise

Experience Enhancement: The image suggests that loT Connections to loT devices before it leaves the store.
. . . . . using ThingWorx allow retailers
enables a richer shopping experience through interactive to track an extra dimension of
. .. . f her visit.
displays and digital tags, and helps personalize the £ Imae st

experience through mobile apps and virtual closets.

~—RETAILER BENEFITS —

Statistical Data: Various statistics are provided, such as a ek Aiteractive RanARare: Completely centralized information.

percentage of smartphone users who plan to use their . : ' , Digital tags and interactive displays DR G e o sach e o
devices while shopping, the preference for personalized , il L g{};vg;?;pgfggggg? e dyand | g fan retaliinaction:
offers, and engagement rates with in-store marketing e/ it

campaigns.

Retail Benefits: Specific examples include Carrefour's O Z < TI
beacon-based marketing results and Urban Outfitters' in- SR | smartly connected mobile app experience. ¢ Q| Personalized virtual closets.
store push messaging success. Send special offers and greetings, and shoppers can scan ] N 5 Try on new clothes with items

g <
products for competitive price checks and instant discounts. shoppers have at home using
purchase histories.

-

Centralized Information: Central to 10T in retail is the
collection and centralized processing of data, which Quick wins are easy to find. The technology is here now to create an

allows for instant customer feedback and appropriate KALYPSO + ThingW@rX' DON’T DO NOTHING incredible shopping experience for your

retail action customer and build huge value for retailers.
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SMART HOSPITAL SPACE

The image illustrates the use of loT

REMOTE HEALTH MONITORING in healthcare, specifically within a

smart hospital setting.

Medication Intake Tracking:
MEDICATION INTAKE Utilizing loT to monitor patient
TRACKING medication schedules.
DRUG TRACKING Remote Health Monitoring:

Implementing loT devices for
patient monitoring outside of
traditional healthcare settings.

s

m"l Drug Tracking: Leveraging loT for
managing drug supplies within the

[ : i
fi
hospital.
| i Medical Inventory and Equipment
Tracking: Using loT for real-time
tracking of hospital inventory and
medical equipment.
- MEDICAL INVENTORY
AND EQUIPMENT
TRACKING

P Co-funded by the
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0T In Healthcare

Data Acquisition: Patient's health data is collected

through sensors attached to the body, known as Body DATA ACQUISITION
Area Networks (BAN). SENSING

Sensing: The sensors collect various health metrics, TRANSMISSION
which are then represented in graphical form.

Transmission: This collected data is transmitted using

wireless technology such as ZigBee.

Data Concentration: A concentrator device, such as a

smartphone, receives the transmitted data. DATA CONCENTRATION
Cloudlet Processing: The data is processed locally or in aCLOUDLET PROCESSING
nearby 'cloudlet’, which is a small-scale cloud datacenter,

before being sent to the central cloud.

Cloud Processing: Further processing of the data takes

place in the cloud, where more powerful analytics can be

performed.

Analytics and Visualization: The analyzed data is then

visualized in a format that is useful for medical CLOUD PROCESSING
professionals. ANALYTICS

Doctor: Finally, a doctor or healthcare provider reviews VISUALIZATION

the visualized data to make informed decisions about the

patient's care.

PATIENT
BODY AREA NETWORKS

SENSING TRANSMISSION

CLOUDLET

ANALYTICS

VISUALIZATION DOCTOR
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0T In Healthcare — Wearables

o *Vital Sign Monitors
Remote Patient Monitoring Market Snapshot RP=ess e Pulse Oximeter
« Temperature Monitor
EEELEREE = Vital Sign « Brain Monitoring (EE_G)
atacacrof 20.7% Monitors | - Blood Pressure Monitor
®m Special « Heart Rate Monitor (ECG)
MR - Respiratory Rate Monitor
A i «Special Monitors
The vital sign monitor « Blood Glucose Monitor
Segment is expectedto « Respiratory Monitor
reglster a rapld revenue . .
growth rate during the « Cardiac Rhythm Monitor
Vital Sign Monitors Special Monitors forecast periOd 54'40/0 ° MUlti'Pa ra meter Monitor

(MPM)

2022-2030, market revenue will Product

Key companies profiled

| OMRON | Medtronic | SIEMENS |  gBesiitc

All for Heallhicare
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Industrial Internet of Things (lloT) technologies are becoming pervasive across organizations

and industry sectors, driving operational effectiveness in an array of industrial environments.

loT Benefits in Manufacturing

Machine Maintenance Asset Asset Employee Product
Tracking Cost Management Tracking Safety Quality

Maoaec re - Teiallals el o~ R Iy Ja. Tramls o eeembe ] g (P e - + - A Ay on e~ PP P SRy . * o wenesfl § ——
Measure machin: Predict machine [rack assets In rack assets in-store, Measure data even Utilize real-time
erriciency, downtime with nventory from production floor from hazardous data to ensure
perrormance In real-time data. anywhere, anytime. seamlessly work environment, product quality

real-time. and on-time delivery.
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https://www.ptc.com/en/technologies/iiot

loT In Manufacturing (110T)

»  Remote equipment * Smart inventory management * Product performance
monitoring » Storage condition monitoring monitoring

The diagram P rovides a sna pShOt of +  Predictive maintenance + Space utilization and goods « Real time demand monitoring
1oT's role in streamlini ng the su p ply + Real time tracking of allocation - Customer support
Cha | n: inventory & finished goods Warehouse /

. Manufacturer Wholesaler
Supplier: Enhances asset management Cosgumer

and tracking.

Customer/

Manufacturer: Implements equipment
monitoring for predictive maintenance.

Logistics: Optimizes routing and real-
time asset tracking.

Warehouse: Employs intelligent

. Vendor/
mventory and storage management.

Supplier

Retail: Innovates with smart packaging ~ : Vendor management _
and autonomous checkouts. seetlracking Transportation & logistics Rl

+ Smart packaging
Consumer: Offers dynamic product * Real time location tracking - Real time personalized

performance monitoring and support. ;. Route optimization insights

= Asset tracking + Autonomous check-outs

This loT-driven approach resultsin a
responsive, efficient, and consumer-
focused product journey from creation
to end-user.
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n Manufacturing (11oT) - example

Sensors collect real-

time pipeline data: pH

levels, gas content,
Pipeline segment X: diameter, thickness.

current pH and CO2 levels
can lead to corrosion forming P Data is uploaded to

with probability of 80% the cloud for
: processing.

4 : Analysis performed in
-time data the cloud generates
predictions.

e gaseous and aqueous CO2/H2S content, i T
e pipeline's internal diameter and thickness Prediction includes an
80% chance of

corrosion in pipeline
segment X.

Operator is alerted
about potential risks
for proactive
maintenance.

el Co-funded by the
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loT In Manufacturing (110T)

Example: Supply chain for the food industry

FACTORY

1l =

Ky

REFRIGERATED DISTRIBUTION REFRIGERATED
TRUCK CENTER TRUCK
“

I MATERIAL FLOW
tmmmmmms INFORMATION FLOW

BURGER JOINT
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IOT in AgriCUIture - Greenhouse monitoring

*Plant & Soil Monitoring: Utilizes sensors for
climate, temperature, leaf wetness, light
intensity, soil moisture, and CO2 levels.
*Indoor and Outdoor Settings: Differentiates
between sensor applications and control
mechanisms tailored for indoor facilities like
greenhouses and outdoor environments.
*Equipment Control: Automated control
systems for canopies, airflow, spraying,
harvesting, security, cooling, and irrigation.
*Remote Management: Management via
digital phone apps, web portals, and
notifications for plant growth, packaging
information, labor timings, and energy usage
tracking.

*Data Analytics and Machine Learning:

O
-
14

Plant & soil

Indoor

!
ey

=

Outdoor

Sensors

= Climate

= Temperature

« Leaf wetness sesors
= Light intensity

= Soil moisture

- CO2

Equipment control
+ Canopies

«  Airflow systems

*  Spraying

+ Harvesting

« Security cameras

* Cooling systems

« Irrigation controllers

Remote management
« Digital phone app

« Web portal

« Notification alerts

» Plant growth

+ Packaginginformation

+ Labortimings

+ Energytracking

Data analytics and
Machine learning

Predictive analytics automated control

Employs predictive analytics and automated  This smart farming approach integrates advanced technology

control based on machine learning algorithms t timi th diti . t

for enhanced agricultural decision-making. 0 op imize growth condi |or?s, |mp.rc-)ve resource management,
and increase overall production efficiency.
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loT In Agriculture

Soil Information

Virtual servers
Al/ML -
Database clusters H U m I d Ity I eve I S
Data visualization
Big data analytics

Weather conditions

Intermet Cloud Tem pel’atu re

Edge to Edge . | 7 Wind

| Decision support systems ; s - -
\Data preprocessing E ; SO I ar I’ad | atl O n
|Real-time visualization - !

[Real-time monitoring

Online ML models

(predictions/detections)

[ Cisgnoss § 5G/4G/ Cellular network
Interior Sensors = soil information,

Wifi
humidity levels, CO2 levels : g : E
Exterior Sensors - temperature, wind, ot 2 . ' LO rawan
rain —— 7. i '
Anti-jamming devices . "
Smart agriculture machinery 5 ' 2 N b' I OT
Livestock information and health status Wi fadl ‘ 1
Energy management information ‘
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loT in Agriculture / Livestock

These sensors monitor a variety of health and behavioral indicators to

help farmers manage the well-being and productivity of their cattle.
The sensors and their respective data points might include:

* Tail Sensor: Monitors temperature, activity, estrus cycles (heat), and
potentially calving timing.

Ear Sensor: Tracks temperature, ﬁener_al activity, and cud-chewing
patterns (rumination time), which are indicators of health and
digestion.

Nose Band Sensor: Observes eating behavior, including rumination
time, drinking patterns, the number of chews, and could also
monitor temperature and rest patterns (up and down time).

Reticulorumen Sensor: Measures temperature within the rumen,
activity levels, and pH levels, which are critical for monitoring
digestion and metabolic health.

Leg Sensor: Keeps track of physical activity and rest periods by
notir;g when the cow is standing (up time) and lying down (down
time).

Co-funded by the
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N

!!t—v:

ORI B ‘;',’:n

Estimate cow’s -~ O'?ée*;at?,:‘t“ -‘ - Livestock
status with Al _ grass - -

— monitoring and
propeny. management

I should prepare
. special feed for her )

improvement

Aoy 577 / j /v walking

‘ ltc‘m”l \ Q iﬁ"&&i 3 [ Environment Wireless transmission I hke \
l\._ i SeNnsors _of edge Al analysis this

B Sakura A (temp, results grass!

“j' humidity, etc.) \ ::_"_"f-

t

Al Algorithms ultra-low power
processor

Cow's behavior

X " W Accalerometer

ANL Pressure sensor
GPS, etc

Estimate cow’s
behavior (eating,
walking, lying, resting,

Accelerometer ruminating)
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0T In Smart Homes

@ The image illustrate a smart home ecosystem,

detailing various loT-enabled features for home
0O automation. Here's a summary in bullet points:

e Lighting Control: Automated systems to manage

'Gm Lighting J = home lighting for efficiency and convenience.
— Smartphone
control { P Smartphone Alerts: Notifications sent to a mobile

alerts device regarding home status or security.
@ Energy Management: System to optimize the use

of electricity and reduce costs.

Controlled
appliances

Energy } Controlled Appliances: loT-enabled household

O appliances that can be monitored and managed
management

remotely.

Temperature Control: Automated regulation of
home temperature for comfort and energy

Controlled : savings.
irrigations

Alarm Control: Security systems that can be
armed or disarmed remotely.

Keyless Entry: Electronic lock systems that allow
entry without traditional keys.

Motion Detection: Security feature that detects
movement around the property.

Controlled Irrigations: Automated watering
systems for gardens and lawns, optimizing water
usage.

Temperature
control

[ Motion detection ] Alarm

{ Keyless entry ] control
@ “ Co-funded by the
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loT In Transportation

Wireless Mesh Cellular 3G/LTE: This indicates the use of a wireless
network for communication between devices, which could include

both short-range mesh networking and longer-range cellular networks.

Gateway: Acts as a bridge between the sensors and the larger
network, collecting sensor data and forwarding it to the traffic
management system.

Road-Side Sensor: Positioned alongside roads to gather data on traffic
conditions, vehicle counts, and other environmental factors.

In-Road Sensor: Embedded in the road surface to detect the presence
and speed of passing vehicles, contributing to traffic flow analysis.

Traffic Management Controller (TMC): Central system that processes
input from various sensors to manage traffic lights, electronic road
signs, and other control mechanisms to optimize traffic flow.

Traffic Monitoring: Refers to the overall process of gathering,
analyzing, and responding to real-time traffic data to improve
efficiency and reduce congestion.

Wireless Mesh
Cellular 3G/LTE

Traffic
Management
Controller (TMC)

Road-Side Sensor @ In-Road Sensor <—3 Traffic Monitoring

Smart traffic management system that utilizes
various types of sensors and connectivity
technologies to monitor and control traffic flow
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loT In Transportation

The image illustrates various loT applications

in the field of transportation logistics,

particularly for a trucking fleet. Key loT IOT
components and their functionalities might

include: TRAN S PO RTAT I O N Temperature

Tyre Pressure: Monitoring for optimal fuel 4
efficiency and safety. Tyre Pressure & Messaging

GPS: Real-time vehicle tracking for navigation
and fleet management.

Tachograph: Recording driving time, speed,
and distance for compliance and safety.

Panic Button: For emergency situations,
allowing drivers to alert the central system.

Temperature: Ensuring the proper climate for
temperature-sensitive cargo.

N . / \/
Messaging: Communication between the X =
driver and dispatch. { e =

Fuel: Monitoring fuel consumption and

z 4
optimizing routes. & 28 § 3 - Tachograph =

Job Dispatching

Job Dispatching: Assigning and managing
delivery tasks electronically.

Panic Button
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Today's connected technologies are making transportation safer and more convenient. Many new features are enabled by the collection and Produced by

DATA a n d th e processing of data. Cars are becoming part of a trusted mobile ecosystem that ensures data flows between a network of carmakers, vendors FUTURE OF
and others to support individuals' safety, logistics, infotainment, and security needs. This visual represents devices that may be employed pnIVACY

Co N N ECTE D in today's connected cars; no single vehicle will have all of these features, but most new vehicles have some. Much connected car data is FORUM
protected by technical controls, laws, self-regulatory commitments, privacy policies, and other emerging mechanisms or controls. FPE.ORG

Version 1.0 :

OTHER CAR TRAFFIC LIGHT (V21) CAR THIRD TOLL BOOTH EMERGENCY
P;:lﬁfnsggr‘:f 5 (vav) & LICENSE PLATE READER PARTIES SERVICES

entities receive and transmit v
data through the connected
vehicle ecosystem

WIRELESS CONNECTIVITY

I CELLULAR

I NON-CELLULAR
BBLUETOOTH
BWiFl
B DSRC RADIO
BSATELLITE/GPS
B SHORT RANGE RADIO
B SHORT RANGE RADAR

N CAN-BUS: internal communication AUTONOMOUS VEHICLE DSRC RADIO: vehicle to vehicle RFID VEHICLE TAG: ELECTRONIC TOLL CABIN MONITORING VEHICLE SERVICES: Links to, GPS UNIT: uses
bridge between Electronic Control Units IMAGING AND SCANNING: and vehicle to infrastructure enables COLLECTION SYSTEM: SYSTEM: e.g. monitors eg. roadside assistance satellite to
LIDAR, radar, uu:gscmlc communication short-range transponder sends 1D eye movement to and preventative inform location,
SENsOrs, o exterior cameras tracking via radio measure attention maintenance reminders navigation

TELEMATICS CONTROL UNIT
(TCU): interconnects CAN
Bus and external systems
VIN NUMBER:
long-used unique
vehicle identifier

TOUCH SENSORS:

OBD-H PLUGIN: felecu dnnvm y
pulls data from - e,:mue tseruug
port, of generates - grip, pu
own location or
movement data

SIM CARD: connectivity
point for transmitting
onboard information

OBD-#l PORT:
THIRD PARTY Interface o
MONITORING DEVICE: driving and
OBD-1l or external operational data
de'.u; communicates
with fleet opérator IF1 S
TIRE PRESSURE EVENT DATA CRASH DATA :‘nlabrezs]::‘-?:“
SENSORS: shart RECORDER: RETRIEVAL Internet access
range radio, goes black box with UNIT: extracts
10 radio recelver accident data EDR data

INFOTAINMENT SYSTEM:
access entertainment USB PLUG-IN: connects

m us "
TYPES OF DATA vl il 11 S8 pot for power

VEHICLE DRIVER LOCATION ACCOUNT
& SAFETY driver physical precise personal
functioning characteristics ﬁeographic accounts mirrors apps from
of vehicle, or how a person ocation of established smartphone
including drives a vehicle: a vehicle by vehicle
maintenance i.e. speed, seat owner
status, mileage, belt use, SMART PHONE: KEY FOB:

and operations braking habits CONNECES Lo car via supports
Bluetooth, Wi-Fi or USB keyless entry

PHONE- PROJECTING
SOFTWARE:
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loT In Energy Management

Smart grid technology

Smart grid allows a power company
to assess system health in
significantly more detail than was
previously possible.

Yy

Fy TR T R

FasEnEn
L LB R}
Al -
‘.

( /s

5, P\ /s

For instance, with smart meters the
power company can discover real
time power demands with a
granularity and accuracy that is
simply not possible with older
technology.

¢

This can allow them to better
predict and respond to sudden
Increases in demand, which can
help to prevent blackouts.

B
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Water supply

Consumption Efficiency: Smart water solutions can lead to up to a 10%
reduction in water consumption per capita, indicating significant savings
and more sustainable usage patterns.

Leakage Reduction: There's a potential for a 20% reduction in water
wastage due to decreased leakage, which can be achieved through more
precise monitoring and rapid response capabilities.

Cost Savings: Reduced billing for consumers and diminished operational
costs for providers are expected, including savings on maintenance,
emergency repairs, and energy.

Operational Management: Management of pressure and consumption is
improved, which helps in preserving the integrity of water supply
systems and ensuring optimal delivery.

Revenue Protection: The ability to recapture lost revenue, likely through
more accurate metering and billing practices.

Predictive Maintenance: Advanced systems can predict potential failures
before they occur, which minimizes downtime and prevents large-scale
disruptions.

Stakeholder Collaboration: Enhanced coordination and synergies
between stakeholders, such as utility companies, regulatory bodies, and
consumers, leading to improved service delivery.

BENEFITS OF SMART WATER SOLUTIONS

Up to -10% reduction
in water consumption
per capita

Reduced leakage:
-20% wastage
reduction

Reduced billing

Diminished costs:

- Maintenance
Emergency repairs
Energy

Manage pressure
and consumption

Predict
potential failures

Recaptured revenue

Coordination and
synergies between
stakeholders
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Impact on Business Operations

Smart Solutions: |oT aids in launching new smart products that
offer added value compared to standard solutions.

Simpler Automation: IoT enables two-way communication
between devices, streamlining business processes and enhancing
user experiences with automation.

Lower Downtime: loT adoption can lead to decreased downtime
costs by improving predictive maintenance and the longevity of
devices.

Environmental Sustainability: 10T contributes to sustainability
through systems that monitor and aim to reduce energy
consumption by significant percentages.

Better Assets Tracking: The impact of loT on businesses includes
improved asset tracking, providing real-time location data and
usage insights.

Accelerated Cloud Development: 10T solutions demand
accelerated development in cloud technologies to ensure
adequate support for data storage and management.

Smart Solutions

smart products that offer
added value to customers in
comparison to ordinary
solutions.

Environmental
Sustainability

Companies that use loT-
based monitoring systems
have reported around a 5% to
15% reduction in annual
energy consumption levels.

10T helps in introducing new ‘

Simpler Automation

The facility of two-way
communication between loT
devices and users help
businesses prepare for
automation.

The impact of IoT on business

draws attention to the smart

monitoring of assets through
loT technology.

Lower Downtime

Businesses are less likely to
incur the downtime costs with
the advantages of predictive

maintenance of IoT devices.

Accelerated Cloud
Development

loT solutions depend on cloud
technologies for adequate
computing power in data
storage and management.
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Challenges in 10T for Business

In loT project development, key
challenges highlighted include o 10T ANALYTICS
inadequate testing, misalighnment Key Challenges in loT Project Development

among internal stakeholders, and poor © ocoerocionne e e
market research. Security and o e

knowledge gaps within the team are © nsuticient security measures ®

o, . . . o A lack of internal knowledge
critical areas needing attention. O oo neaviny

o . o . °0ther
Furthermore, maintaining project mpredse cost calatations

focus, precise cost estimation, L

@ Project out of focus

performance tracking, and ensuring a ) poor it setecton

Insufficient data available

scalable approach are essential for @ ncequate businss cae
project success. Addressing these R,
technological and management B
challenges is vital to the effective — : "

deployment of loT solutions.

Your Global loT Market Research Partner

000000

Number of responses mentioning respective theme o
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loT and Corporate Responsibility

Social Impact: loT projects should be
assessed for their impact on communities,
ensuring they contribute positively and do
not exacerbate social inequalities.

Environmental: Corporate responsibility
includes environmental stewardship, where

loT can play a significant role in monitoring
and reducing a company's carbon footprint.

Economic: Beyond immediate business
benefits, loT projects should bolster the
broader economy, creating jobs, and
promoting economic development in a
responsible manner.

Social impact
Environmental

Economic

=

Sm—

Operational outcomes (business led)

Socio-economic outcomes (place led)

Ml Co-funded by the
B European Union




Discover Technologies, expand opportunities!

Thank you!

For more information:

www.betesproject.eu

www.facebook.com/BETESproject

o

Mecect.projects@gmail.com
&+ 357 96520112 (Cyprus)
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